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Introduction

When people think of the internet of things (loT), they think of a smart device or
sensor, but if you want to build an |oT solution, there are six layers that must be
considered. Each layer has its own requirements and considerations as well as security
ramifications to achieve successful business outcomes and ensure data privacy and
compliance. In this guide, the CompTIA |loT Advisory Council has broken these layers
down to help enterprise ClOs, IT solution providers, and aspiring IT practitioners
understand loT solutions holistically.

What is loT?

|oT is the practice of interconnecting the physical world with digital world through the
use of sensors to provide data insights. Every physical object can now become a digital
device, able to capture data, perform computations, and connect to a network.

loT applications can be described as using things—or devices—to collect data or
events that are then used to generate insights, which typically translate into actions
implemented to help improve a business or process. An example is an engine (a
thing) sending pressure and temperature data used to determine if the engine is
performing as expected (an insight), which is then used to proactively schedule
maintenance on the engine (an action). Ultimately, the implementation of loT can
help businesses achieve myriad benefits, from improved productivity and increased
revenues to insights into how customers are using products.

Potential Benefits of loT
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Layer 1. loT Devices

loT devices are the “things” of loT. They are the physical presence of the
loT system. |oT devices are as diverse as their applications. They can be
incredibly small, low-powered devices that perform limited functionality,
such as a temperature monitor. They can also be large, high-powered
equipment that collects, processes, and transmits multiple types of data,

such as an autonomous vehicle.

The use case of the loT system dictates the

design of the device. Whereas the design of According to loT Analytics, the

th ts of th tem, h as the dat .
otnerbarts of the system, stich as the data number of connected devices that are
management solution, may be driven by cost
or organizational systems already in place, in use worldwide exceeds 17 billion,
h i f th ice is tightl | . .
the design of the device is tightly coupled to with the number of IoT devices at
the application. It is strongly recommended o '
that solutions are tested from end-to-end 7 billion. The number of loT devices
to ensure the deswe_d outcome is achleve_d. that are active is expected to grow
Several factors can impact the data quality o
for each scenario, which in turn could impact to 22 billion by 2025.

business outcomes.

loT Device Components

5 Primary Components of an loT Device

Sensor
or Actuator/
Indicator

Some type of sensor The ‘brains’ of A way to transmit All devices need A way to protect
to collect data or the device and/or receive data, some amount of the device from
indicator/actuator to whether through a power, though how its operational
respond to data physical or wireless much and where environment
connection they get it from may

differ greatly

ComgTlA. | The Six Layers of an loT Solution

4



Sensors, Actuators and Indicators

loT is all about data—collecting it, transmitting it, analyzing it, and acting on it.
In order to collect data, you need a sensor. Sensors detect or measure a physical
property. They come in a variety of shapes, sizes, and capabilities and can use
different methods to detect what they are measuring. For example, there are
optical sensors, electrical sensors, and chemical sensors that can detect a wide
range of properties such as light intensity, temperature, weight, or salinity.

To automate physical action in response to data, you need an actuator or indicator.
Actuators take electrical information and transform it into physical activity to move
or control a mechanism, such as a relay or motor. Indicators, like a screen or an
LED indicator, display the state of something. They also come in a wide variety

of shapes, sizes, and capabilities and can use different methods to take action or
display information. For example, actuators could be hydraulic, pneumatic, electric,
thermal, magnetic, or mechanical. Indicators could be visual (like a screen) or
auditory (like a warning siren).

Sensors, actuators and indicators are not inherently application specific, as the
same one could be used for a variety of applications. For example, a temperature
sensor may be a critical component in an industrial 10T device to monitor an
engine and inform a preventative maintenance system. That same sensor could
monitor patient temperature in a telemedicine application or soil temperature in an
agricultural automation application.

Examples of Sensors, Actuators and Indicators

Screen
Siren
Indicator light

Motor
Relay
Piezoelectric actuators

Switch

Temperature sensor
Pressure sensor
Proximity sensor
Accelerometer
Gyroscope
Weight scale

IR sensor
Optical sensor
Gas sensor
Smoke sensor
Level sensor

Microphone (@) @)
o - o - ®

Smart speaker
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Device Compute

loT devices need some amount of on-board compute in order to collect, store, and
transmit data—how much you need depends on the application. It is important to

match the level of compute to your application needs. If your device does not have

enough compute power, it will perform poorly. If your device has more compute

power than required, it will be larger, use more power, and cost more than required.

At a high level, there are two different compute choices: microcontrollers and

microprocessors. They each have different capabilities and corresponding design

requirements. In general, microcontrollers have less compute and memory, but

need less power, and are cheaper and smaller than microprocessors. We discuss

device compute considerations more in the section, Layer 2: Edge Computing.

Do You Need a Microcontroller or a Microprocessor?

(
o

Computer
Power

How much N
compute do
you need? Are
you doing Al
at the edge,
or reading a
temperature

sensor?

J

~\

Are you storing
and processing
raw video data at
the edge, or are
you transmitting
a single number
once every

Available
Power

Considerations

Size
Constraints

5 minutes?

J

v

v

If you need a
lot of compute,
you may need a
microprocessor.

If you need a
lot of memory,
you may need a
microprocessor.

Is your device\ (" How much N Is cost a main\
plugged in or space do you driver of the
does it need to have for the device?
last years on a device?
small battery? ()
7\ J J
If you have If you have If there are cost

limited power
available, you
may need a
microcontroller.

limited space
available, you
may need a
microcontroller.

constraints,
you may
want to use a
microcontroller.
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Data Connectivity

Every loT device needs a way to transport data from the device to the data
management location, which could be in the cloud or at a data center. This can be
done with a physical connection (such as ethernet, electrical cable, or a fiber optic

cable) or a wireless connection (such as WiFi, BLE, cellular, or a wireless optical modem).

The best connectivity option for your IT solution depends on many factors, including
available power, transmission range, volume of data, and latency requirements.
Connectivity considerations are detailed in the section,

Layer 3: Connectivity & Data Transport.

Device Power

Every loT device will need some amount of energy to power its compute, sensors

or actuators/indicators, and data transport. It is important to understand the power
needs of your device in order to provide the appropriate amounts and types of power,
as well as plan for interruptions to power. The biggest question is if your device will be
plugged into a power source or if it will need to have a battery. If your device can be
plugged into a reliable power source it can remove significant power constraints on
your system, but you still have many things to think about, including:

e« Cable robustness: Will the power cable get damaged by being run over?
Chewed on by animals? Exposed to UV and ice?

« Power transformation: Often times wall power is provided as AC. You may need
to rectify and step down the voltage to power your device. It will be critical to
know what voltage and current levels are required by your device and provided
by your power source.

¢ Power interruption: What happens when your device gets disconnected from
the power source? How does the device get repowered?

If your device does not have access to wall power, you will need to consider alternative
ways to power it, such as batteries, solar panels, or piezoelectric generators. It will be
critical to understand the power needs of your device to right size the power solution.
Aspects that influence the power needs of your device include:

¢ Lifetime of device: How long should the device be operational before needing to
be recharged or have its battery replaced?

¢ Connection frequency: How often are you connecting to your data management
system and how much data are you sending?

 Peak power draw of components: Components like radios can have significantly
higher peak power draw than their nominal readings. You’ll need to be sure your
power supply can handle the peak load and understand its impact on battery life.

On top of being vigilant about power usage, you will need to think about how often
the power source will need to be repaired or replaced, how that process works,
how to protect the power solution (will the solar panels get covered in dust? Will
the battery overheat?), and what happens when power runs out or during a battery
replacement.
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Device Housing

Many loT devices are deployed to prevent the need for humans to risk accessing
dangerous environments, which means devices need to operate in harsh
environments. The components that make up an loT device often have narrow
operating parameters and can be easily affected by heat, water, or vibration.
Great care and attention should be paid to how the loT device is housed in order
to protect it from its environment. A breadboard solution may work well on a lab
bench but will fail quickly in the field. To choose the right housing for a device,
you need to know where it is intended to be used; what the normal environmental
factors will be in that area; what extremes it might face; and how long it will live
there. Things to consider about the environment are:

¢ Temperature: Even in a controlled environment like in a house, the temperature
can vary greatly. Uncontrolled environments, such as the outdoors, or industrial
environments, such as a freezer or an oven, can be more extreme. Housing that
provides thermal insulation is crucial to reliable device operation.

*  Humidity/moisture: Whether the device needs to survive regular power
washing or operate in a steam sauna, appropriate housing can protect against
ingress from vapor and liquids that could impact operation.

e Chemicals: Appropriate housings must be considered for devices that will
be exposed to harsh chemicals. This isn’t confined to industrial applications.
Consumer devices may need to survive being disinfected with cleaning
detergents like bleach.

¢ UV: Devices that must operate outside may have to withstand UV radiation
from the sun. Even if it isn’t outside, devices may be affected by other sources
of UV radiation.

« Mechanical stresses: Vibration, shock, and pressure can all adversely affect the
operation of electronics. Appropriate housing can help protect an |oT device.

ComgTlA. | The Six Layers of an loT Solution
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Layer 2: Edge Computing

Edge computing is not always required in 10T solution deployments but

can offer several benefits for the right use cases. First, it’s important to
understand the basics of edge computing. The edge refers to the physical
location where things and people connect with the digital world. Edge
computing is part of a distributed computing topology in which information
processing is located close to the edge—where things and people produce
or consume that information. Core is a centralized IoT hub that can be used
to collect and aggregate data across multiple edge endpoints.

Is Edge Computing Right for My loT Solution?
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Edge Computing

Edge computing is a distributed computing framework that brings computation
and data analytics closer to the source of the data. In the case of loT that source of
data is the sensor.

|oT edges are network hubs that often combine OT data and IT data. These
|oT edges are often undermanaged because the responsibility is based in

the OT organization and the IT organization. IT edges are common in the
telecommunications and media industries for distributed data transfer and
processing, as well as distributed computing in branch offices and campuses.

The edge layer includes:

e Large volume real-time data processing
* At-source/on-premises data visualization
¢ Industrial control systems

¢  Embedded systems

e Gateways

¢ Micro data storage

Regardless of the number of layers in your hierarchy, they generally fall within
three primary categories:

« Embedded edge: Device, sensor, or peripheral that is typically the source of
raw data.

¢ Gateway edge: Collector and aggregator of data from multiple peripherals or
other gateways.

¢ Network edge: Bridge between the local network and the external internet.

ComgTlA. | The Six Layers of an loT Solution 10



4 Key Benefits of Edge Computing

EDGE

Local Devices
Localized Data Centers

Minimize Reduce Reduce Improve
Latency Bandwidth Threats Reliability

Edge computing will help you realize the following benefits with your |oT solution:

¢« Minimize latency: There are many applications that require immediate insight
and control. For some mission-critical functions, compute must take place at
the edge because any latency is intolerable.

* Reduce bandwidth: In situations where wireless, i.e., metered, service is the
only connectivity option, sending large amounts of data back and forth from
things to the cloud can consume enormous bandwidth and greatly increase
costs. Edge computing is the most effective solution to this problem.

¢ Reduce threats: When you transfer data across geographies, it is more prone
to attacks and breaches. Processing data at the edge can reduce security
vulnerabilities.

¢« Improve reliability: Even without any nefarious activity from hackers, data can
be corrupted on its own. Retries, drops, and missed connections will plague
edge-to-data-center communications.

ComgTlA. | The Six Layers of an loT Solution
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Layer 3: Connectivity &
Data Transport

loT connectivity is the actual collection and transfer of data between
devices and/or systems over a data connection. There are many choices
when it comes to connectivity, and the application of your loT solution will
drive the decision.

Connectivity Considerations

There are several facets of connectivity that must be understood and considered
as best practices to ensure an efficiently built and successful |oT project. Choosing
the best connectivity option will make or break the success of your |oT project.
Start by answering the following questions.

«  What device am | connecting to/from?
¢ How much data do | need to transfer?

¢  How much power do | have available in the hardware device to power data
transmission?

e Do | have latency requirements for my application?
¢ Do | have cost considerations?

Connectivity Types

When choosing how to connect an loT device, you’ll want to factor in placement or
proximity of the device to a network. There are two types of connectivity you can
consider:

¢ Short Range - Gateway to Sensor

o Includes Bluetooth (BLE), Zigbee, Ultra-Wideband, WiFi, LoRa, Z-Wave
¢ Wide Area Network (WAN) - Gateway to Cloud

o Include 4G/LTE, 5G, Sigfox, Satcom, Wired Connection

Technology Selection Criteria
Selecting technology should be based on the following factors: range, latency,

data throughput, fixed or mobile, and licensed or unlicensed connectivity. The
considerations for each are included below.
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Range

* Target technology should be based upon the nature of the loT application.
¢ Range affects throughput, power, and other considerations.
e If transport technology can be localized, costs can be reduced.
o Example: Metered cellular vs. ethernet
¢« WWAN - universality
o Example: Different bands by country can lead to multiple SKUs.
e  Deployment density

o Example: The number of devices by zone may lead to the selection of lower
range technology due to device conflicts

» ZigBee
* Thread
(6LOWPAN) * 802.11a/b/g/n/ac
e Z-Wave ¢ 802.11af (white space)
o ANT* * 102.11ah & 802. 11p
* WirelessHART
¢ NFC (EMV) « ISAT0011a ¢ Wi-SUN (6LoWPAN)
e RFID (6loWPAN) * ZigBee-NAN(6LoWPAN)
* EnOcean

Plus more
e Cellular

* 2G/3G/4G

e LTE-MTIC

¢ 5Gin the future

e Low Power Wide Area

(LPWAN)
* SIGFOX
) Wireless * LoRa
Proximity Personal Area * Telensa
Network (WPAN) * PTC
¢ Plus more

Short/Medium
range
| (100-1000 meter)

»
Ll

Short range (10-100 meter) .
Medium range

(~510 km) Long range
(up to 100 km)

»
>

y

»
>

ComgTlA. | The Six Layers of an loT Solution 13



Data Throughput

Based on the use case of the final deployment, multiple technologies may be

required.
Range can affect throughput.
Throughput may drive costs of edge modules.

Throughput affects the selection of protocol and network technology.

Future considerations, projects, or features may drive higher throughput

requirements.
Overhead needs to be considered for highly secure deployments.

Video
Surveillance

Connected
- Cars
>
o
£
g’ Wearables
o
= Smart
= Buildings
Connected Envi t
Healthcare nwrsmrr_\en
Monitoring
HealthCare
Implants In-House Utility
Energy Meter
Management Reading
Range
Latency

How important is latency for the application?

o Email - minutes is fine

o Self-driving car - seconds could cause death

How critical is your application?

o Patient monitoring, fire alarm

o Hygrometer in a garden, BBQ temperature sensor
Do you require specific IP addressing needs?

o Private IP drives control and security but has additional latency.

o Public IP is geographically optimized reducing latency.
What range do you require?
o A higher range means higher latency.

CompTIA |
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Fixed or Mobile

* Fixed wireless:
o Point on a map coverage
e Mobile:
o No single network carrier can guarantee 100% nationwide LTE coverage.
o Partnerships and cross-carrier collaboration can be required based on use
case and geography.

Licensed/Unlicensed Spectrum

Licensed spectrum devices operate within the portion of the radio spectrum
designated by the FCC to be reserved for organizations that have been granted
licenses. The FCC provides legal protection and enforcement to prevent other
operators from transmitting over the same frequency in the same geographic area.
Unlicensed spectrum users are competing with other users for priority. As an
unlicensed user, you have no protection from interference on the part of other
parties. In addition, Part 15 of the FCC regulations limits the time-on-air of most
unlicensed transmissions to .4 seconds (400 milliseconds).

Licensed Cons

Increased OpEx for managed service
* Less control over the network

* Shared resources can affect UX

¢ Competing generations of technology
using limited resources

Licensed Benefits

¢ Quality of service

¢ Higher transmit power

e Costs: Licensed standards drive
economies of scale

¢ Third-party managed networks

Unlicensed Cons

 Costs: Infrastructure CapEx -need to
self-manage the network

¢ Interference in high density deployments

¢ Security can be weak based on ability
to purchase sniffers/spammers

Unlicensed Benefits

» Costs: No license purchase/lease fees
¢ Capability to manage the network

¢ Capability for security controls

e Ability to optimize frequency use by
control over infrastructure

ComgTlA. | The Six Layers of an loT Solution 15



Layer 4: |oT Platforms

An |loT platform is the fabric that pulls all the components of the |oT stack together.
When selecting a platform, keep in mind that no single universal platform exists
today fits all needs. Take some time to evaluate all the considerations brought
forth in this document to help drive your selection and approach. Evaluate your
options from different perspectives, such as looking at the solution from a vertical
or horizontal view.

There is no one-size-fits-all approach to loT platforms. There are numerous
considerations for proper technology selection, and customizability to the use case
is key. The right 10T platform should bring many benefits, including:

* Connect hardware, such as sensors and devices.

¢ Handle different hardware and software communication protocols.
¢ Provide security and authentication for devices and users.

e Collect, visualize, and analyze data the sensors and devices gather.

¢ Integrate all the above with existing
business systems, applications, and other
web services.

Once you’ve considered the components Accoroling to loT Analytics 50% of
earlier in this guide, these decisions will drive ’

your selection of a platform. Ask yourself: all profiled loT platform companies
, now have a dedicated focus on

*  What do you want to integrate? ] . )

+  What does your future look like? manUfaCturmg/mdUStrlal use.

*  Where are you going?
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Typical 10T Platform Components

Use Case/Industry Segments

Manufacturing Oil and Gas Smart City Healthcare Transportation m

Presentation Components

AT Voice Interface Vehicle Interface LIRS

Mobile OS Web Browser Virtual Reality Reality Interface

Platform Components

Infrastructure Manage Edge Manage Secure Integrate Optimize Operate Build Report
« Compute ¢ Register Data o AccessCtrl - API « Rules « Admin Applications . Metrics
* Provision ° Ingest « Authenticate  Service o Analytics + Workflow ¢ Tools& * Logs
« Monitor Framework . Notifications

Messaging Protocols

MQTT REST CoAP HTTP AMQP DDS XMPP WebSocket Matter

Connectivity and Gateway Components

Wifi Bluetooth  Z-wave  5G/4G/3G/2G NB-loT Weightless Symphony = RPMA Wideband SigFox LoRa

Devices and Things

Robots Vehicles Drones Edge Platforms Sensors Actuators Edge Devices

These are other decisions you should make to guide your direction in selecting an
|loT platform. These include:

What is the context (i.e., identify a use case)?

o Indoor/outdoor

o Public/private spaces

o Hazardous area? High-risk factors? Safety controls? Access controls?

The aspects of a platform:

o Device and things

o Connectivity

o Interaction layer/visualization

o Information delivery/messaging
o Storage

Uptime management and outage remediation

o What is our uptime requirement? Five 9’s or less demanding?
o How quickly do we need to know about an outage?

o How quickly do we need to respond to an outage?

o Who is responsible for identifying and resolving outages?
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Layer 5: Data Management

The value of data is at the heart of every |oT solution. This is what drives

decisions, creates revenue, reduces cost, and improves quality. There

are several planning steps and governance strategies that need to be

incorporated into your |loT data management model.

In this section, we cover the necessary functions to ensure the data is being
accurately represented, including the governance process for acquiring data, how
to secure the data and the teams that need to be involved throughout the process.

8 loT Data Planning Steps

1. Derived insight response time: The first
step in planning your |oT data strategy
is understanding how quickly you need
insight from the sensor. This step will help
determine what supporting infrastructure
you will need to meet your insight
requirement. This includes data collection
timing, quality, processing impacts. It will
also impact your infrastructure choices such
as connectivity protocols and battery life.

2. Data collection: Data comes from multiple
sensors and sensor types. Some of this
data will need to be integrated into other
systems. |oT often serves as the nucleus to
integrate data from multiple sources. loT
data will need to be modeled to achieve
your desired outcome.

3. Data modeling: Data modeling is necessary
to normalize this data across all platforms
and sensor groups.

4. Data quality: |IoT data is often time
sensitive. The lifespan of sensor needs
to be monitored to ensure time sensitive
and reliable data is being captured and
delivered. Sensor failures can impact data
quality.

(]

Derived insight
response time

©

Data
Modeling

Data
Transportation

Collection

Data
Processing

Governance

5. Data transport: Data transport can impact the ROI of your |oT project. It’s
important to determine what data is relevant and what data is revenue. If you
can determine what data is merely exhaust, its best to not to transport this
data back to your main data store. The more data you transport, the more your
solution will cost you in bandwidth, compute, and storage.
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6. Data storage: There are multiple options in data storage like SQL, NoSQL,
Object/Document DB, etc. There are also multiple locations to store and
compute data such as the edge, on-prem storage solutions or a cloud solution.
The edge device/sensor needs to be monitored to ensure time sensitive and
reliable data is being delivered. The next items to consider are how long to
store the data and what other groups within your organization can find value in
this data. We call these data value beneficiaries or DVBs.

7. Data processing: This is where standardization, filtering, and enriching the
data occurs. As each solution varies, so will your data processing needs.
Latency impact, volume of data, and timing of insight response will impact data
processing. Some responses are real time and may need to be processed at the
edge, some data sets can be analyzed in the cloud.

8. Data governance: The final item to consider is governing the data to ensure
validity. The governing model needs to include how the data is captured, if it
is integrated or filtered as part of the process. Data definitions are also key to
documenting the data parameters for collection, management and reporting
purposes.

Data Access

Data upload policies need to address the following
considerations:

Data Access Policies

. . e Approved access to data
1. How much of the data being derived from the « Governed data

sensor is relevant to your project? Definition of the
intended sensing parameters will help maintain
data validity.

2. Thorough investigation and forward thinking
are essential to minimize rework. In some cases,
other departments may be able to derive valuable
insight from this new sensor data. The use cases
need to be understood and documented early in
the |oT project definition.

¢ Sensor security

Derived insight Response Time

3. Data collection security protocols need to be

established to ensure that the data received is valid. * Insight time requirement
¢ Data location (edge, on-prem, cloud)
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loT Data Governance Stakeholders:
Integrating Your Center of Excellence

Cross-practice collaboration between leadership and support teams is essential to
drive new revenue streams and create cost-avoidance scenarios.

@ SRE
@ °85
®_®

Governance
Teams

Information
Technology

T
(=
1=
Operational Business
Technology Alignment

¢ Information Technology and Operational Technology include |oT liaisons for
their respective practices.

 Business Alignment includes |oT Center of Excellence liaisons or |oT business
analysts.

¢ Governance Teams include data, digital, security, legal, and financial
operations.

loT offers a unique benefit to businesses by creating new data streams from
previously unconnected assets. As part of the development cycle for loT projects,
it has proved extremely beneficial for organizations to review the new data stream
and determine if there are other resources (DVBSs) in their organization that can
benefit from this new data.

Consider the healthcare industry: As the Internet of Medical Things (IoMT) continues
to grow and become more connected, we are seeing more and more people request
access to new data. For example, nurses want to know where to find loT-connected IV
pumps; operations wants to know how many IV pumps have recently been used and
how many are offline; and facilities wants to know how many need to be purchased,
but also need to ensure they are actually necessary. In this scenario, there are three
different DVBs for the data derived from loT-connected IV pumps.
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By integrating business units together as part of an loT Center of Excellence, you
can discover additional use cases for these data streams. The key to a successful
|loT project is to understand and benefit—specifically in terms of new revenue or

cost-avoidance—from the new data streams.

Data Accumulation/Storage

Where is data stored? How much data Continuous financial
should be stored? planning for data
[ |

OO — -—

HE

¢ Edge: Little integration with ¢ Determine how much is ¢ The longer you store data
other systems, single-use required to provide insights. the more it costs. Determine

insight, minimal need for
storage, quick insight is
often needed

¢ What data is related to
business outcomes? Is there
value to storing additional

¢ On-Prem: Heavy integration sensor data for another team?

with Io_cal appllcatl_ons, . ¢ Know your data value
compliance and privacy is beneficiaries (DVB).
often a factor

Where is the |oT data stored, how long should it be stored? Is the cloud always the
right place to store the data? Not necessarily.

Consider the example of images that come from a moving car or the example of

a submarine that collects underwater images. Even a very high-speed internet
connection is not good enough to transfer and save the data in real time in the
cloud. A local, intermediate storage is required in such scenarios, and then you
periodically send filtered data (by preprocessing it, aggregating it, or fusing it) to a
central database, which is used for further analysis.

Using intermediate databases is a common strategy in loT systems. The technology
can vary based on the size, type, and speed of the loT data. When you choose

an loT database, do not start with any preconceived notions. There are multiple
options like SQL, NoSQL, Object/Document DB, File Storage, among many others.
You can choose one or multiple database technologies based on the storage,
access requirements and cost factors.

How much loT data should be stored? The objective of most |oT systems certainly
doesn’t include storing precise and predefined datasets. Sometimes the data is
not well known before it is stored, and it is fed into unsupervised machine learning
algorithms to discover any meaningful patterns. Some amount of redundancy can
be allowed, but it should be manageable in terms of disk space requirements.

longevity of data with all
stakeholders.
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Data Retention Based on Outcome

Short-term insight Mid-term insight Long-term insight

!

Single system insight

Often minimal data
points are provided
via sensor

Example: Thermal
imaging

g

One or more system
insight

Data points are used
to drive business
outcomes

Example: Plant floor

Multiple system data
integration

Data is used for
deep learning

Example: Healthcare
analysis to reduce

production line cost of care or
insights autonomous vehicles
insights

The rapid growth of loT sensors and solutions is driving higher expectations of IT and
supporting systems including networking, storage, analytics, sensors, application, and
compute. We must bridge the gap and create avenues for success with newly formed
centers of success. Data retention models are often designed based upon the insight
from the sensor. Data retention grows from single-system insight to multiple-system
data integration points.
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Layer 6: Applications

loT applications may be limited only by your imagination and ingenuity, but there are
patterns emerging around typical uses and verticals for this technology. Data from
CompTIA’s Trends in Internet of Things shows that the most popular use cases among
end-user companies are collecting operational data and real-time asset monitoring.

Types of |loT Projects

N

o— — o
o— —0
()
A7+ Q1 46% ) 38" )| 36% ) 35% 32%' 27%l 26%‘ 257%
Collecting Real-time Smart Tracking Location Machinery Wearables for ~ Environmental Fleet
operational asset building/smart customer tracking sensors workforce sensors management
data monitoring office behavior

Popular loT Vertical Applications

Specialization for a value-added reseller (VAR) helps to narrow down their focus
and gives them a better chance to become a trusted partner for their clients.

Technology Selection Criteria: Vertical/Market

1. Understand the market and the vendors working in the vertical.

2. Know the vertical that fits with your expertise and provides the best long-term
value and growth.

3. Beware of verticals that are over-crowded—a large vertical may be a poor

choice if it’s oversaturated with competition.

Focus on the vendor selection process (i.e., an established vendor vs. a startup).

Understand the typical sales cycle in your chosen vertical.

Understand the lifecycle of your chosen vertical.

o o oa
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Technology Selection Criteria: Application Overlap

One use case may fit into multiple loT categories. This allows multiple vertical
entries, loT categories, and horizontal markets with a single application. For
example, personal navigation can be leveraged in consumer offerings, healthcare,
and connected cities.

Technology Selection Criteria: Integration
In order to identify integration opportunities, ask:

¢ Can you leverage any existing software?

¢ |s there support for multiple device types?

¢ Does it allow for meeting multiple client use cases?

e Is it easy to scale and future proof?

¢  How complex are management and maintenance?

e Can devices be mapped to objects?

* Are standards present for third-party interoperability?

¢ Can you easily share the data insights with your consumer and at other levels
by access?

Technology Selection Criteria: Make/Buy

There are pros and cons to developing your own technology vs. buying the
technology from a vendor.

BUILD BUY

Benefits

Off the shelf, ready to deploy - TTM
Open ecosystems available
Capability for security controls

No maintenance or infrastructure
additions - SaaS

Benefits

Control of service and function
Change over time and as needed

Truly own the customer relationship
Choice of technology
Higher business value

¢ No ownership or control of roadmap

e Costs may be higher in the long term

¢ Vendor management and relationship
resources required

Costs: No license purchase/lease fees
Capability to manage the network
Capability for security controls
Ability to optimize frequency use by
control over infrastructure
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loT Security

Security is relevant at each layer of an 10T solution. No matter the type of device or
practical application, |oT security needs to be taken seriously. Much like other asset
types, cybercriminals target 10T to get access to sensitive or valuable information, or
to take control of an asset or a service. When designing an loT solution, it’s important
to consider that the target may be loT related, or it may simply be the means into a
network where another asset is the target.

Threat Vectors and Layered Defense Considerations

The following threat vectors apply to each aspect of your loT solution (sensor, edge
compute, platform, etc.), in addition to the networking infrastructure that supports it.
The platform will also have additional considerations such as data residency and data-
at-rest encryption, among others.

THREAT VECTORS

Attackers may
acquire physical
access to any of the
elements of your loT
solution. How can
this be prevented?
What do they have
access to if they do?

)

@
\
@

)

Intrusion detection,
reinforced casing

Vulnerabilities are

often found in device

firmware that could
allow an attacker
remote access to the
device. How are you
being informed of
these?

Device firmware

Proactive
notifications of new
updates, update
strategy and
compliance reporting

Vendor-committed
security update
lifecycle

Vulnerabilities are
often found in device
software that could
allow an attacker
remote access to the
device. How are you
being informed of
these?

Proactive notifications
of new updates,
update strategy and
compliance reporting

Vendor-committed
security update
lifecycle, vulnerability
scanning, log
management, and
configuration backups

User credentials
can be obtained or
discovered giving
attackers easy
remote access to
a device. How are
you controlling
access and ensuring
credential hygiene?

Centralized user
management, multi-
factor authentication,
access permissions,
password
complexity+rotation,
security awareness
training, log
management

LAYERED DEFENSE CONSIDERATIONS

Connecting to an loT
platform is what unlocks
the value in loT. How are

you making sure that

no one can intercept
communication, or
use an loT device as
an entry point to a
network?

S8,
IZo
O

Zero trust, network
segmentation and
access control

Intrusion detection,
firewalls, end-to-end
encryption
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Building Your loT Solution

Understanding the layers of an IoT solution and choosing the right components is
just part of the loT solution lifecycle, but it is critical to the success of your project.
loT projects can be complex, but the payoff can be huge.

Technology vendors estimate upwards of 50% of loT projects fail. Utilizing the

6 Layers of an loT Solution guide and sharing it with key internal technical, data,
privacy, and security stakeholders will bring together the essential input that will
lay the preparatory groundwork to build an loT solution that will deliver a flexible
and sustainable framework for success.

loT Solution Lifecycle

Business Case & ROI

Cost Analysis

System Integration & Installation

Pilot to Production

SaaS/Recurring Maintenance Model
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loT Resources from CompTIA

Business Opportunities in Emerging Technologies: Internet of Things

Turning New Regulations into |oT Opportunity: How to Become a Trusted Business
Partner

Emerging Technology Assessment

2021 Emerging Technology Top 10 List: Al and loT

Internet of Things (IoT) Technology Interest Group

Emerging Technology Community

About the CompTIA loT Advisory Council

The CompTIA |oT Advisory Council strives to increase the adoption of |oT solutions,
promote the concept of smart cities and communities, and create awareness and
business opportunities in this rapidly evolving field. We collaborate with CompTIA’s
other industry advisory councils to present loT opportunities across the technology
ecosystem.

Learn more.
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